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Abstract. We provide the differential spectra of differentially 6-uniform
functions among the family of power functions = 22 =1 defined in Fon.
We show that the functions z ~— 2% ~' when t = ”7_17 "T'*"; with odd
n and when t = %, % with kn = 2 mod 3 have differential
spectra similar to the one of the function = — z7 which belongs to the
same family. To provide the differential spectra for these functions, a
recent result of Helleseth and Kholosha regarding the number of roots
of polynomials of the form 22! 4z +ais used. A discussion regarding
the non-linearity and the algebraic degree of this family of exponents is
provided.
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1 Introduction

Differential cryptanalysis is the first statistical attack proposed for breaking it-
erated block ciphers. Its publication [BS91] then gave rise to numerous works
which investigated the security offered by different types of functions regard-
ing differential attacks. This security is quantified by the so-called differential
uniformity of the Substitution box used in the cipher [NK93]. Most notably,
finding appropriate S-boxes which guarantee that the cipher using them resists
differential attacks has been a major topic for the last twenty years.

Power functions, i.e., monomial functions, form a class of suitable candi-
dates since they usually have a lower implementation cost in hardware. Also,
their particular algebraic structure makes the determination of their differential
properties easier. However, there are only few power functions with proved low
differential uniformity. Up to equivalence, there are two large families of such
functions: a subclass of the quadratic power functions (a.k.a. Gold functions) and
a subclass of the so-called Kasami functions. Both of these families contain some
permutations which are APN over Fa» for odd n and differentially 4-uniform
for even n. The other known power functions with a low differential uniformity
correspond to “sporadic” cases in the sense that the corresponding exponents

* Léo Perrin is a student at KTH, Stockholm, Sweden. The work described in this
paper forms a part of the author’s Master’s project done at Aalto University.



vary with n [HM11] and they do not belong to a large class: they correspond
to the exponents defined by Welch [Dob99b,CCDO00], by Niho [Dob99a,HX01],
by Dobbertin [Dob00], by Bracken and Leander [BL10], and to the inverse func-
tion [Nyb93].

If the conjecture of [BCC10] concerning the list of monomials differentially
4-uniform is true, we can consider that the differential spectrum of all power
functions differentially 4-uniform have been provided in the past. For some cryp-
tographic applications, using a differentially 6-uniform power function instead
of a differentially 2- or 4-uniform does not drastically reduce the security of
the cipher. Power functions differentially 6-uniform can then present some cryp-
tographic interest in particular if non-linear and algebraic properties are also
relatively good for cryptographic applications.

Simulations of [BCC11] show that, for 17 < n < 31, all power functions dif-
ferentially 6-uniform belong to the family Gy(z) = 2 1. In [BCC11], properties
of the differential spectra of such functions were investigated. In particular, it
was shown that the differential spectrum of the power function Gi(x) = 221
and the one of the power function Gs(x) with s = n —t + 1 are related to
each other. In the same paper, the differential spectrum of the power functions
x> 27 and z — 22" "1 on the field Fon is extracted.

In this paper, we give explicit formulas for the differential spectrum of G
when n is odd and ¢ = %5+, 243, or when kn =2 mod 3 (k=1 or k =2) and

s T 9
t= %, W All of these functions are differentially 6-or 8-uniform. We

show in particular that their differential spectrum, which can be expressed in
term of the Kloostermann sum, is similar to the one of the function G3(z) = z7.
While computing the differential spectrum of the function z”, an important
result of [BRS67] regarding the number of roots of the polynomial z3 + = + a
was used. In this paper, as the degree of the derivative depends on ¢, we use
a generalisation of this result published recently by Helleseth and Kholosha
[HK08,HK10]. Differential spectrum provided in Theorem 3 and 5 are proofs
of Conjecture 8.9 and 8.10 proposed in [Blo11]. A relation between derivative of
monomials and reversed Dickson polynomials is also mentioned in this paper.
The following of this paper is organised as follows. In Section 2, definitions
and results relevant to this work are recalled. While in Section 3, the functions G;
with ¢ = % and t = W are studied, Section 4 presents the differential
spectra of the functions G; with ¢ = %71 and "7” In Section 5, a discussion
regarding the inverse of these functions G, their algebraic degree and their non-

linearity is given. Section 6 concludes this paper.

2 Preliminary

2.1 Functions over F,» and their derivatives

Any function F' from Fy» into Fon can be expressed uniquely as a univariate
polynomial in Fan[z] of degree at most 2" — 1. The algebraic degree of F, de-
noted by deg(F'), is the maximal Hamming weight of the 2-ary expansions of



its exponents. In this paper, we identify a polynomial of Fan[2z] with the corre-
sponding function over Fon.
In the following, we denote by Tr the absolute trace on Fan, i.e.,

Te(8) =B+ 82+ + 8, BEFan.

In the whole paper, #FE is the cardinality of any set E. To simplify the notation,
we also denote by F the set Fan\{0,1}.

The resistance of a cipher to differential attacks and to its variants is quanti-
fied by some properties of the derivatives of its S(ubstitution)-box, in the sense
of the following definition.

Definition 1. Let F be a function from Fon into Fom. For any a € Fon, the
derivative of F' with respect to a is the function D, F from Fon into Fom defined
by

D,F(z) = F(x +a)+ F(x), Yz € Fan.

The resistance to differential cryptanalysis is related to the following quantities,
introduced by Nyberg and Knudsen [NK93,Nyb93].

Definition 2. Let F be a function from Fan into Fon. For any a and b in Fon,
we denote
d(a,b) = #{x € Fon, D, F(x) = b}.

The differential uniformity of F' is §(F') = maxa0, beryn 0(a,b). Functions for
which 0(F) = 2 are said to be almost perfect non-linear (APN).

In this paper, we focus on the case where the S-box is a power function,
i.e., a monomial function on Fon. In other words, F(z) = x% over Fan. In the
case of such a power function, the differential properties can be analysed more
easily since, for all a # 0, 6(a,b) = 6(1,b/a?). Then, when F : x +— 2¢ is a
monomial function, the differential characteristics of I’ are determined by the
values 6(b) = d(1,b), b € Fan. The differential spectrum of F' can be defined as
follows.

Definition 3. Let F(x) = x¢ be a power function on Fan. We denote by w; the
number of output differences b that occur i times:

5(b) = i}.

The differential spectrum of Fy is the set of the w;: S = {wo, w2, ..., ws(r) }-

w; = #{b c ]FQH

Obviously, the differential spectrum satisfies

5(F) 5(F)
D wi=2" and Y (i xw)=2", (1)
1=0 1=2

where w; = 0 for odd i.
As explained in [HMALO09], derivatives of monomial Fj : x — z? are linked
with the Dickson polynomial Dy (see [Dic96] for definition). We have (x +1)9 +



2% = Dy(1, 22 4 x). In the following we denote by RD, the resulting one variable
polynomial RDg4(x) = Dy(1,x).

As b = 0 and b = 1 correspond to the cyclotomic classes of order one,
they are often particular cases. In the following we say that a function F is
locally differentially A-uniform if §(b) < X for b # 0,1. We define the restricted
differential spectrum as the sequence of values w; = #{b # 0,1 | §(b) = i}.

It is well-known that some basic transformations preserve S. In particular, if
F' is a permutation, its inverse has the same differential spectrum as F.

2.2 General properties of x —s 221

In [BCC11], different properties of the differential spectra of the functions G;(z) =
:EQt_l, defined in the field Fan, were investigated. In particular it was shown that
the quantities §(b) can be computed as follows:

§(0) = 28cd®n) 9 §5(1) = 28cdt=1n) and Wb £ 0,1 6(b) = N, —2,  (2)

were Nj is the number of roots of the linear polynomial Py(z) = 22 +ba?+(b+1)x
over Fan. The problem of determining the restricted differential spectrum of the
function G, is then equivalent to the problem of finding the number of roots of
the linear polynomial P, for b € F. In particular w} # 0 if and only if i = 2" — 2
for some r. As 0 and 1 are simple roots of this polynomial, by setting y = z2 +z,
we obtain that Ny, b € F, is equal to twice the number of roots of the following
system (see Theorem 3 of [BCC11]) in F3,.:

QW = R

In [G&l12], the reversed Dickson polynomials when d = 2 — 1 are studied. As-
suming y # 0, we notice that RDo:_1(y) = Q(y)/y.

In [BCC11], it is shown that the restricted differential spectrum of the func-
tions Gy and G with s =n —t+ 1 are equal. Only the values §(0) and §(1) can
differ and are defined by (2). The function G is called the symmetric of G.

When n and t are co-prime, the function G is a permutation. In Theorem 7
of [KS12], the inverse of the exponent 2! — 1 is extracted. In the following, when
G, is invertible, we denote by 7 the inverse of 2 —1 mod 2" — 1:

t™'—1 modn
T= > 2" mod2"-1 (4)
i=0

In [BCC11], a complete definition of the differential spectrum of the function
Gs(z) = 27 is provided. As this function is differentially 6-uniform, and the
value of wy is determined only by (1), the complete differential spectrum can
be derived from wg. Using (1), we have wy = 2" ! — 3ws — 2wy and wy =



2"~ 4 2w6 + wy. In Theorem 5 of [BCC11], it is shown that:

2241 K(1)

if n is odd, wg = 5 3 ,wq =0,
24  K(1
if n is even, wg = 5 + é),w4f1,

where K (1) is the Kloosterman sum defined by

K1) = Y (-7 i+e), (5)

x€Fon

with the convention that (—1)1“'(”’71) =1 for x = 0. To express the differential
spectrum of the function z7, a result from [Car79] which gives the number of
roots of the polynomial 23+ 2+ a, was used. In this paper, results are derived us-
ing a generalisation of [HK08] concerning the number of roots of the polynomial
Lo(z) =22 + 2+ ain Fan.

Theorem 1. (Theorem 1 of [HK08]) Let t be a positive integer such that t < n
and ged(t,n) = 1. For any a € Fi., the polynomial Lqo(z) = 22t + 2 + a
has either none, one or three roots in Fon. Further L, has exactly one zero
in Fon, namely g, if and only if ’I‘r((l—i—xal)T) = 1. Let M; = #{a €
F3. | Lo has i roots}.

on 1 2n—1 —1
Forn odd, M= + , M,y :2”_1—17M3:T.
2" —1 2n—1l 2
Forn even, My = 5 M, =21 Ms = —

3 Functions = — x> ~! when t = (kn +1)/3

In this section, we focus on field Fon where n is not a multiple of 3. We define
k = 1,2 such that kn = 2 mod 3. We are interested in the computation of the
differential spectra of the functions GGy and G4 with ¢ and s as follows:

t_kn—l—l _B=Kk)n+2
-3 T 3
Notice that k is chosen such that ¢ and s are integer values. For this value of ¢,
the function Gy is a permutation (which is not always the case of the function
G,). The inverse of 2t —1 modulo 2" — 1, which we denote by 7, can be computed
easily from (4) as 7 = 1 + 2! + 2%,
To derive the differential spectrum of these functions, we provide a different
formulation of (3). The following result will be used when rewriting the system.

Lemma 1. If n # 0 mod 3, then Li(z) = = + 22 + 22" has only one root
z=0.



Proof. This lemma is a direct consequence of Proposition 2 of [HK10]. This
polynomial has only one root zero if and only if £ (z) = 22 14241 (z = 22 1)
is irreducible. Using the same notation as in the original paper, we notice that
if n 2 0 mod 3, we have Cp,(1) = 1 and Z,(1) = 1. As ged(t,n) = 1, £y is
irreducible. O

Theorem 2. Let 3 =1+b"1. Forb# 1 (if b =0 then 8 = 1), the number of
solutions of Gi(x) + Ge(x + 1) = b is equal to twice the number of solutions of
this system:

£,3(’U):'U2t+1 +U+ﬁ = O7 (6)
Tr(v") = 0.
Proof. For the sake of simplification, we present the proof for b # 0. Let Qy)
be the polynomial of (3). Summing Q(y)Qn for i = 0,1,2 gives:

kn ) on
QW) +QW* +QW* =Y v =kxTr(y) +y* =y
1=0

From Lemma 1, 327 (Q(y) + (by))*" = 0 if and only if Q(y) + by = 0. Thus,
(3) has the same number of solutions as:

22t

(1+b)y + (by)* + (by)* =0 and Tr(y) = 0. (7)

Using the substitution z = by, the equation (14 b)y + (by)2 + (by)%" =0 of (7)
is equivalent to Lg(z) =0 where 8 =1+b"" and Lg(z) = 22" + 22" + Bz. The
linear polynomial Lg can be decomposed as

Lo(z) = 2+ (s 7DEHD 420y ) o fy(2 ),

where Lg(x) = 22+ 4 2 + B. Thus, Lg(z) = 0 and z # 0,1 is equivalent to
L5(z%"") = 0. Furthermore, if it holds that Lg(z) = 0 we have 22" 422" 424y =
0. Thus, Tr(z) = Tr(y) so the trace condition of (7) is equivalent to Tr(z) = 0. If
we let v = 22 1, as we remove the trivial solution y = 0, (7) has exactly one more
root than (6) meaning the same number of solutions as Gy(z)+ G (x+1)+b = 0.

O

Using this theorem, we derive the differential spectrum of the function Gy.

Theorem 3. Let Gy € Fon[z], with t = ¥ and k = 1 or 2 depending of
n. The function Gy is differentially 6-uniform. Let K(1) as defined in (5), its
differential spectrum {wo,ws,ws,ws} is determined as follows:

2" +1 K(1)

ifn=21mod6, wsg 5 g wyq =0,
"2 _4  K(1
ifn=22mod 6, wg= 5 + é), wyq = 1.

In both cases, wy = 2" — 3wg — 2ws and wo = 2" + 2w + wa.



Proof. We first compute the value of §(0) and §(1) separately. As G is a permu-
tation we have 6(0) = 0. The value of §(1) depends on the value of n modulo 6:
ifn=42 mod 6, (1) =4 and wy =1, if n =41 mod 6, 6(1) =2 and wy = 0.
According to Theorem 2, the differential spectrum of G; can be computed by
studying the number of roots of (6). According to Theorem 1, as ged(¢,n) = 1,
L can only have 0,1 or 3 roots; meaning that for b # 1, §(b) = 0,2,6. By
determining the number of 5 € F3. (b # 1) such that (6) does not have any
roots, we can derive the complete differential spectrum (see. (1)). The number
of b such that G¢(x) + G¢(x + 1) = b is irreducible is equal to the number of 3
such that the system has no solution and is denoted by wy. We notice that:

— If L3 has three roots, v, v2 and vs, since v7,v3,v3 are roots of Lg, we have
v] + v +v] = 0 and at least one of them is such that Tr(v]) = 0. Therefore
if £ has three roots, (6) has a least one solution.

— According to Theorem 1, vy is the unique root of some Lg if and only if
Tr((1+v,")7) =1.

From these observations, we deduce that (6) has no solution if and only if Lz is
irreducible or if £ has one root v such that Tr(v") # 0 and Tr ((1 +v5')7) = 1.
As My corresponds to the number of 8 such that the system has no roots, we
have:

wo = Mo+ #{veF,Tr(v")=1,Tr(1+v"")7) =1}

Since x — 27 is a permutation, using a similar method to [BCC11] by sepa-
rating with regards to the parity of n, we obtain that the set on the right is of
size 22 + (—1)"K(1)/4. This allows us to conclude that

2" + (=1 2 K(1)
LI S ) L )l
wo : + +(-1) 1
The complete differential spectrum can be computed using (1). a

Using the differential spectrum of the function Gy, the differential spectrum of
the symmetric function G, s = W can be derived easily (Theorem 4 of
[BCC11]). Notice that in that case Gy is a permutation if and only if n = +1
mod 6 (6(0) = 0). If n = £2 mod 6, we have 6(0) = 2. In all cases we have
0(1) = 2 and the function Gy is differentially 6-uniform.

4 Functions « — x>~ when t = (n — 1)/2

In this section, we focus on field Fon with odd n. Theorem 9 of [BCC11] states
that the permutation Gy(z) = 2% ~! with t = 251 is locally differentially 6-

uniform. The symmetric of this function is the function G4 with s = 7%3 In
this section, we provide the complete differential spectrum of these functions.
Theorem 5 shows that their differential spectrum is similar to the one of the

function G3(z) = 27.



In comparison with the previous section, a direct reduction of the problem to
a system similar to (6) does not lead easily to the derivation of the differential
spectrum.

As gcd(”T_l,n) = 1, the functions G; : = +— 221 studied in this section
are permutations. As the differential spectrum of a function is equal to the
differential spectrum of its inverse, we study the differential spectrum of the
function I} : x — 27 with 7 = —2 — 2¢*!, In this section, a property of the
reversed Dickson polynomial when d = 2!*! — 1 is used to derive the differential
spectrum.

Theorem 4. Letb # 1 and let B = b'=2". The number of roots of I'(x)+ I'y(z+
1) = b is equal to twice the number of roots of:

{Eﬁ(v):vTH—!—v—!—B:O, (8)
Tr(v) = 1+ Tr(B).

Proof. We denote by §(b) the number of roots of I'y(z) + I'i(x + 1) = b. By
rewriting and simplifying the equation (z + 1)” + 27 = b, we obtain that the
number of roots of I1,(z) = 2% +z+1+c(a?+2)*+!, where ¢ = b" " is §(b)+2.
By setting y = z + 22, this number of roots is equal to twice the number of roots
of

t—1
Xey) = cy” T+ y* +1=0and Tr(y) =0,
i=0
which has as many solutions as:

ot t+1 t+1 ot t
2 (xe) +xe®)? ) =¢ y* T +ey+1=0and Tr(cy® ) =1.

At last, if we let v = yc2=2" and 8 = ¢!=2"" (= b12"), we obtain the result.
Y

Notice that when v is a root of L3, the condition Tr(v2 +1) = 1 can be written

as Tr(v) = 1+ Tr(p). O

As before, Theorem 1 gives us the number of solutions of this system if we do not
take the condition over the trace into account. Before determining the differential
spectrum we introduce the following lemma.

Lemma 2. Let A(l) = 25:1 121 be a function of Fon. The set of the x being
the unique roots of polynomial Lg for some [ is equal to the image of Fo = {x €
F | Tr(z) = 0} by the function I — 1/A(l).

Proof. From [HKO08], £ has 0, 1 or 3 roots. Let 3 be such that £ has 3 roots.
We denote by z one of the roots. As Lz has 3 roots, it exists v € F such
that y = v is also a root of Lg. Thus, 22 o= (y-2)2 T 4y 2. After
simplification, we obtain that 2" = (1++)/(1+~%+1). By setting y = 2" 2,
we have 22° = (02 + a2 ") /(a4 o2). By setting | = o + a2, we obtain:

t

Low)=Lsly) =0, (x#y) & e Fo,a® =A0) = 1FL

=1



Therefore, {z | Lg(z) = 0 and Lg has 3 roots} = Im,(Fp). By contradic-
tion we can prove that the inverse of A(l) is never in Zm (Fp) for I € Fp and as A
is injective, the conclusion comes from [Zm,(Fo)|=|Zmq,4(Fo)|=|Fo| =|Fl/2,
meaning that F = Zma(Fy) U Zmy,4(Fo). We can conclude by noticing that
F={z| Ls(x) =0 and L has 3 roots} U {z | Ls(x) =0 and Ls has 1 root}.

O

Using the notation of [G6112] we remark that A+ 1 corresponds to the reversed
Dickson polynomial RDy:+1_1. The fact that A is an injection can be seen by
observing that z2" ~1 is APN, which implies that RDy:i+1_; is an injection on
Fo. When n =3 mod 4, from Proposition 4.3 of [HMAL09], we deduce that A

is even a permutation of Fan.

Theorem 5. Letn be odd and t = "7_1 The functions Gy and I are locally dif-
ferentially 6-uniform (differentially 6 or 8-uniform depending of n). Let K (1) be
as defined in (5), the differential spectrum {wo,ws,ws,ws,ws} of these functions
18:

7241 K(1
ifn=2+1mod 6, wg=0, ws= 6+ - é),
=28 K(1
if n = 3 mod 6, wg =1, wg= 5 - é)

In both cases, wy =0, wy = 2" "1 — 3we — dwsg and wy = 21 + 2wg + 3ws.

Proof. From Theorem 9 of [BCC11] we know that these functions are differ-
entially 6-uniform. If n = 3 mod 6 we have §(1) = 8 and wg = 1, otherwise
6(1) = 2. In this theorem it is also proved that for b # 1 we have 6(b) < 6. Like
in Section 3, to determine the differential spectrum, we compute the number wq
of 8 such that (8) has no solutions. We notice that:

— If £ has three roots vq, ve, v3, we have v] + v3 + vi = 0. After some com-
putations we deduce that Tr(v; +ve +v3) = 1+ Tr(3), and that the system
has at least one solution.

— If v is the unique roots of Lz, by Lemma 2 we know that 3/ € F; such that

v =1/A(l). We can show that Tr(A(l)"*2") =1+ Tr((I- A1))7").

From these observations, we deduce that (8) has no root if and only if Lz is

irreducible or if £z has one root v such that Tr(vT“) # 1. Hence, we have the
following expression:

wo = Mo+ #{v e F,3l € F,v=1/A(l), Tr(l) = 0, Tr((1A(1)) ") = 1}.

If Tr(l) = 0 then Tr(l- A(l)) =0 and A : 1+~ 1. A(l) is a permutation of Fy
so by setting I’ = A(l), we have

wo = Mo+ #{l' ¢ F, Tx(l') =0, Tr(I'" 1) = 1}.

We know from [BCC11] that the size of this set for odd n is 272 — K(1)/4.

2+l K

Thus, we know that wq is such that: wg = . The complete

differential spectrum can be computed using (1). O



Using the differential spectrum of the function G, the differential spectrum of
the symmetric function G5 with s = @ can be derived easily (Theorem 4 of
[BCC11]). Notice that G is a permutation if and only if n Z 0 mod 3 (§(0) = 0).
If n =0 mod 3, we have §(0) = 2. In all cases §(1) = 2. We conclude that the
function G is differentially 6-uniform.

. . t__
5 Overview on the function = — 2 !

Among monomials with exponents 28 — 1 (t = 2,--- ,n — 1), several have good
differential properties, as for instance the Gold function Ga(z) = 2® and the
inverse function G,,_s(x) = 22" 1 In [BCC11] it is conjectured that only few
G are APN (equivalent to known APN). When n is odd, it has been proved
recently in [G6112] that this conjecture is true and only Gao(z) = 2® is APN.
Proving the case n even of Conjecture 1 of [BCC11] is still an open problem.
In [BCC11] and in this article, the differential uniformity and the differential
spectrum for different values of ¢t have been extracted. These functions, resumed
in Table 1, are locally differentially 2-or 6-uniform meaning that for b # 0,1
4(b) < 2 or 6. Other functions among the family z — 22~ can be proved locally
differentially 6-uniform. Nevertheless these functions present less cryptographic
interest since their differential uniformity increases with the dimension of the

field.

Theorem 6. Let Gy : Fan — Fon with n = 0 mod 3 and t = 3, %", 3+
1, 2?" + 1. The function Gy is differentially 2t-uniform or (2¢ — 2)-uniform. For
b # 0,1 we have §(b) < 6.

In Table 1, we give the list of functions G; proved locally differentially 2-
or 6-uniform. As the algebraic degree is also a criteria when designing a block
cipher, in the same table, we resume the algebraic degree of the functions G,
their symmetric G5 and, when they exist, their inverses. When the function is
not invertible the degree is denoted by '+’. The differential uniformity and the
permutation property depend of the value of n modulo 2, 3, 6 or 9. Restricted
differential uniformity is denoted by A = gr;(ﬁ 5(b). Algebraic degree of the

inverse of the function G has been computed using (4).

As actual block ciphers are designed using many iterations of the non-linear
layer, using a function differentially 6-uniform instead of a differentially 2-or
4-uniform does not influence directly the security of the cipher in regards to
differential cryptanalysis. Nevertheless, degree of the function or its inverse is
important to insure some security against algebraic attacks. For the locally differ-
entially 6-uniform ones, we notice that the algebraic degrees are related to each
other. For instance, in some cases, we have deg(G(fnlfl)/Q) = deg(G(jnt2)/3)- As
proved in this paper, all these functions have a similar differential spectrum and
the question of equivalence of these functions can be raised. As the CCZ and the
EA equivalence [CCZ98,Car10] preserve the Walsh spectrum, experiments have
been done to compute the non-linearity and the Walsh spectrum of the functions

10



b % deg(G7 1) |deg(GSH)| A | §(Gy) [8(Gs) Spectrum
deg(Gt)| deg(Gs)
2 n—1 | (2| n-1 2 2 (2,4) Gold/Inverse
ntl ntl 2 2 2 2 2 Inverse of 22 !
n | * nt2 2 | on/2=2 | gn/2 [BCC11]
3 n—2 | (x| 6 6 (6,8) [BCC11]
hntl | B-kntz) g (x3) | 6| 6 6 Theorem 3
-l nt3 n—2 |(x22) 6| (638) 6 Theorem 5
kn W * (*, %) 6 |2/ — 2| 2"/3 | Spectrum not proved
Table 1. Differential Uniformity and Algebraic degree of the function G¢(z) = xQLI,
their symmetric G5 and their inverses G; ' and G;'. We have A = Inax 4(b) and
1<kj<2 ’

G in Fan for n < 18. While for small n some functions have the same Walsh
spectrum, this property is not true anymore for larger n. Among the different
properties observed when computing the non-linearity, we notice that two sym-
metric functions G; and G4 with related differential spectrum do not necessary
have the same non-linearity. These experimental results show that in general the
functions are not affine equivalent.

Notice that the function G5 with s = "T%’ when n = £1 mod 6 has large
algebraic degree and its inverse too. As it is well known that if the degree of the
function is too small or too large the cipher can be sensitive to algebraic attacks,
this function can be a relatively good candidate for the Sbox of a block cipher.

Simulation over monomials G for (n < 31) shows that almost all functions
G locally differentially 6-uniform are of a form in Table 1. From the simulation
of [BCC11], we have argument to conjecture that for n > 16, all power functions
differentially 6-uniform are of the form x +— 2% =1, If both of these conjectures
are true, the classification of differentially 6-uniform power functions is almost
complete.

6 Conclusion

Studying the properties of power functions is of great interest for the security
of symmetric cryptographic primitives. As the differential spectrum of known
families of APN and differentially 4-uniform power functions have already been
studied, further investigations on power functions lead naturally to the study
of the differentially 6-uniform ones. In [BCC11], it was conjectured that a large
number of differentially 6-uniform power functions are such that G¢(x) = 221
in Fon [X]. While the differential spectrum when ¢ = 3 and ¢ = n —2 was already
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presented in [BCC11], in this paper we present the differential spectrum of the
functions Gy for other values of ¢: t = "T_l, t= "T'%, t= % and t = %
when t is an integer value and k = 1,2. While these differential spectra are
similar to the one of the function z”, the algebraic degrees of some of these
functions and of their inverses can provide better candidate for the S-boxes of a
block cipher.
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